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Matrix (rank-metric) codes

- -  Matrix code

A matrix code € over [, is a k-dimensional [ -linear subspace of [F;"".
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Matrix (rank-metric) codes

-- Matrixcode - - - - - - —-"-"-"="="="=-" - - - - —“ - - - - - — - - — — - — -

|

. . . . . |

A matrix code € over [, is a k-dimensional [ -linear subspace of [F;"*". |
|

- - Basisofamatrixcode - - - - - - - - - - - - -"—-"-—-—=-——-—- - - - - - -

3 |
' The basis of a matrix code € is given by the k-tuple (C'V, ..., CW). :
| |

- - - Rank metric ------ - - - - ---------------------
For C € ™", the rank weight of C is given by the rank of C, aka.

wt(C) = rk(C).



Matrix (rank-metric) codes
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Matrix code equivalence
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k In this case: an isometry preserves the rank weight of codewords.



Matrix code equivalence

- - Isometry - - ---------"-"-"-"-"-"-"-"-"-"-"“-"“" -~ “" "~ — - — - —mmmmmmm - ==

|
An isometry (for our purposes) between two codes € and 9 is a linear map u : € — D that preserves the metric. |
|

e e e e e e e e e e e e s e e e e s En e e E e Eme e Eme e e Eme e Eme e Eme Eme e Eme e mme e mme Eme e mme e mme e mme Eme e mme e mme e mmn mme e mme e mme Eme e mme e mme e mmm Eme e mmm

k In this case: an isometry preserves the rank weight of codewords.

Which linear transformations preserve the rank?



Matrix code equivalence

- - Isometry - - ---------"-"-"-"-"-"-"-"-"-"-"“-"“" -~ “" "~ — - — - —mmmmmmm - ==

|
An isometry (for our purposes) between two codes € and 9 is a linear map u : € — D that preserves the metric. |
|

e e e e e e e e e e e e s e e e e s En e e E e Eme e Eme e e Eme e Eme e Eme Eme e Eme e mme e mme Eme e mme e mme e mme Eme e mme e mme e mmn mme e mme e mme Eme e mme e mme e mmm Eme e mmm

k In this case: an isometry preserves the rank weight of codewords.

Which linear transformations preserve the rank?

— Multiply a codeword on the right by any M € /"



Matrix code equivalence

- - Isometry - - ---------"-"-"-"-"-"-"-"-"-"-"“-"“" -~ “" "~ — - — - —mmmmmmm - ==

|
An isometry (for our purposes) between two codes € and 9 is a linear map u : € — D that preserves the metric. |
|

e e e e e e e e e e e e s e e e e s En e e E e Eme e Eme e e Eme e Eme e Eme Eme e Eme e mme e mme Eme e mme e mme e mme Eme e mme e mme e mmn mme e mme e mme Eme e mme e mme e mmm Eme e mmm

k In this case: an isometry preserves the rank weight of codewords.

Which linear transformations preserve the rank?

—> Multiply a codeword on the right by any M & [F’;X” x



Matrix code equivalence

- - Isometry - - ---------"-"-"-"-"-"-"-"-"-"-"“-"“" -~ “" "~ — - — - —mmmmmmm - ==

|
An isometry (for our purposes) between two codes € and 9 is a linear map u : € — D that preserves the metric. |
|

e e e e e e e e e e e e s e e e e s En e e E e Eme e Eme e e Eme e Eme e Eme Eme e Eme e mme e mme Eme e mme e mme e mme Eme e mme e mme e mmn mme e mme e mme Eme e mme e mme e mmm Eme e mmm

k In this case: an isometry preserves the rank weight of codewords.

Which linear transformations preserve the rank?

—> Multiply a codeword on the right by any M & [F’;X” x

—> Multiply a codeword on the right by B € GL,



Matrix code equivalence

- - Isometry - - ---------"-"-"-"-"-"-"-"-"-"-"“-"“" -~ “" "~ — - — - —mmmmmmm - ==

|
An isometry (for our purposes) between two codes € and 9 is a linear map u : € — D that preserves the metric. |
|

e e e e e e e e e e e e s e e e e s En e e E e Eme e Eme e e Eme e Eme e Eme Eme e Eme e mme e mme Eme e mme e mme e mme Eme e mme e mme e mmn mme e mme e mme Eme e mme e mme e mmm Eme e mmm

k In this case: an isometry preserves the rank weight of codewords.

Which linear transformations preserve the rank?

—> Multiply a codeword on the right by any M & [F’;X” x
—> Multiply a codeword on the right by B € GL, /



Matrix code equivalence

- - Isometry - - ---------"-"-"-"-"-"-"-"-"-"-"“-"“" -~ “" "~ — - — - —mmmmmmm - ==

|
An isometry (for our purposes) between two codes € and 9 is a linear map u : € — D that preserves the metric. |
|

e e e e e e e e e e e e s e e e e s En e e E e Eme e Eme e e Eme e Eme e Eme Eme e Eme e mme e mme Eme e mme e mme e mme Eme e mme e mme e mmn mme e mme e mme Eme e mme e mme e mmm Eme e mmm

k In this case: an isometry preserves the rank weight of codewords.

Which linear transformations preserve the rank?
—> Multiply a codeword on the right by any M & [F’;X” x

—> Multiply a codeword on the right by B € GL, /
— Multiply a codeword on the left by A € GL,,



Matrix code equivalence

- - Isometry - - ---------"-"-"-"-"-"-"-"-"-"-"“-"“" -~ “" "~ — - — - —mmmmmmm - ==

|
An isometry (for our purposes) between two codes € and 9 is a linear map u : € — D that preserves the metric. |
|

e e e e e e e e e e e e s e e e e s En e e E e Eme e Eme e e Eme e Eme e Eme Eme e Eme e mme e mme Eme e mme e mme e mme Eme e mme e mme e mmn mme e mme e mme Eme e mme e mme e mmm Eme e mmm

k In this case: an isometry preserves the rank weight of codewords.

Which linear transformations preserve the rank?
—> Multiply a codeword on the right by any M & [F’;X” x

—> Multiply a codeword on the right by B € GL, /
— Multiply a codeword on the left by A € GL,, (



Matrix code equivalence

- - Isometry - - ---------"-"-"-"-"-"-"-"-"-"-"“-"“" -~ “" "~ — - — - —mmmmmmm - ==

|
An isometry (for our purposes) between two codes € and 9 is a linear map u : € — D that preserves the metric. |
|

e e e e e e e e e e e e s e e e e s En e e E e Eme e Eme e e Eme e Eme e Eme Eme e Eme e mme e mme Eme e mme e mme e mme Eme e mme e mme e mmn mme e mme e mme Eme e mme e mme e mmm Eme e mmm

k In this case: an isometry preserves the rank weight of codewords.

Which linear transformations preserve the rank?

—> Multiply a codeword on the right by any M & [F’;X” x

—> Multiply a codeword on the right by B € GL, /
— Multiply a codeword on the left by A € GL,, (

—> Take the transposition of a codeword (only when m = n, does not make the equivalence problem harder) ‘/

Jod



Matrix code equivalence

Input: Two k-dimensional matrix codes ¢, C ;" for two matrix codes € and 9.
Question: Find - if any - a map (A, B), where A € GL,(F)) and B € GL,(F,) such that for
all C € 6, it holds that ACB € 9.



Matrix code equivalence

r - - The MCE problem in matrix form ---------------------------- - - - - - - - - - - - - - - - — -

Let (CY,...,C%) be a basis of code € and let (D, ....D®) be a basis of code &. Find A & GL,,(F),
B € GL,(F) and T € GL(F)) such that

DO = ) £,ACYB, VI<i<k




Matrix code equivalence

r - - The MCE problem in matrix form ---------------------------- - - - - - - - - - - - - - - - — -

Let (CY,...,C%) be a basis of code € and let (D, ....D®) be a basis of code &. Find A & GL,,(F),
B € GL,(F) and T € GL(F)) such that

DO = ZC@B, V1<i<k

1<j<k

change of basis



From matrix codes to 3-tensors

h We can think of a matrix code as a 3-tensor over [Fq.
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e an n-dimensional code in [I:Z’Xk
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h The equivalence then becomes tensor isomorphism.
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Tensor isomorphism

h The equivalence then becomes tensor isomorphism.

mXnXKk
D CF;
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L.y if we fix k — 1 arguments, it is linear in the remaining argument.
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Multilinear forms

-—- klinearform - - - - -—--—-——-———=—— "= “— & —“ @ & - & & - & ——————— - - — - — -

A k-linear form is a function ¢ : F* X ... X [* = [ that is linear in each argument.
q q q 2]

L.y if we fix k — 1 arguments, it is linear in the remaining argument.

- Alternating property - ------------"--"--"--"-----"----"--"------

|
¢ is alternating : ¢(Xy, ..., X;) = 0 whenever Xx; = X; for some i # J. |
|

—» We focus on trilinear forms: ¢(X,y, Z).



Array representation

Bilinear form:

¢(X7 Y) — Z Yi,i il
B

V1,1

V1,2

Y1.3

Y1.,4

71,5

V1.6

Y1

V2,1

72,2

V2.3

Y2.4

V2.5

V2.6

73,1

73,2

73,3

Y3.4

V3,5

Y3.6

Y3

V4.1

V4.2

Y4.3

Y4.4

V4.5

Ya

75,1

5,2

V5.3

V5.4

V5,5

Ys

76,1

76,2

76,3

V6,4

6.5

Ye

so with x = (z1,...,z,) and y = (y1, ..

.+ ¥n), We get ¢(x,y) = x By.
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— V%1

Trilinear form:
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|
d(X,y,z) = O wheneverx =yorx=zory=2z. |
|

r - The alternating property ------------
I
I
I

2 }/ijs(e;k A e;k A €X¥), where A denotes the wedge product. '

I<i<j<s<n

- - Compact representation ------------------ 1

e;k A e]?k A e¥ sends (X,y, z) to

Xi Vi
X
XS yS

<
4

<

= X;YiZs— XYt X Vi Zi— X ViZe T XV 3= X YiZ,



Alternating trilinear form

|
d(X,y,z) = O wheneverx =yorx=zory=2z. |
|

r - The alternating property ------------
I
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- - Compact representation ------------------ 1
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Xi Vi
X
XS yS

<
4

<

— xl'ijS_xinZj+xsinj_xjyizs_l_xjyszi_xsyjzi

*whenx =y
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|
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Alternating trilinear form

r - The alternating property ------------
I
I
I

¢(X,y,z) = O wheneverx =yorx=zory = z.

Y Vi€ A ej?k A €F), where A denotes the wedge product.

I<i<j<s<n

Xi Vi %

* * >X< . . . N
el. /\ej A € sends (X, Yy, Z)to [X Vi K| = l-ijS—XinZj+xSinj_JijiZS+)ijSZi_xsiji

Xe Vs Zs

n
L_y Stored using (3) entries, instead of n°.

- - Compact representation ------------------ 1



Alternating trilinear form equivalence

Input: Two alternating trilinear forms ¢, .
Question: Find - if any -A € GL,(F) such that ¢(Xx,y,z) = yw(AX, Ay, Az).




(Alternating) trilinear form — matrix code

Let (b(U(X’ y) : gb(X, Y, el)




(Alternating) trilinear form — matrix code

2

(x,y) = d(x,y,e

N

Let ( f)(




(Alternating) trilinear form — matrix code

Let o\ (x,y) = o(x,y,e,)
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(Alternating) trilinear form — matrix code
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.,C™) as a basis of an n-dimensional matrix code

Take (C), ..

drd



(Alternating) trilinear form — matrix code
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(Alternating) trilinear form — matrix code
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ATFE — MCE

—» Let (n, ¢, ) be a positive ATFE instance.



ATFE — MCE

—» Let (n, ¢, ) be a positive ATFE instance.

p(x,y) =
= y(X,y,e) =
— H(AX, Ay, Ae) =
= p(AX, Ay, aq,, + ... + a,€,) =

— Z aji¢(AX’ Ay, e]) —

1<j<n

Z a;p(Ax, Ay)

1<j<n



ATFE — MCE

—» Let (n, ¢, ) be a positive ATFE instance.

w(x,y) =

Z a;p(Ax, Ay)

1<j<n



ATFE — MCE

—» Let (n, ¢, ) be a positive ATFE instance.

w(x,y) =

—  Rewrite in matrix form:

x DOy = Z a;(Ax)'CY(Ay), Vil <i<n

I<ji<n

Z a;p(Ax, Ay)

1<j<n



ATFE — MCE

—» Let (n, ¢, ) be a positive ATFE instance.

w(x,y) =

—  Rewrite in matrix form:

DO = Z ajl-ATC(j)A, Vi.l<i<n

1<j<n

Z a;p(Ax, Ay)

1<j<n



ATFE — MCE

—» Let (n, ¢, ) be a positive ATFE instance.

p(x,y) =

—  Rewrite in matrix form:

DO = Z ajl-ATC(j)A, Vi.l<i<n

1<j<n

L-V (A", A) is a solution to the MCE instance (n, n, n, €, 9).

Z a;p(Ax, Ay)

1<j<n
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Cryptanalysis

- Algebraic attacks -------

Attacks reducing MCE/ ATFE to the
problem of solving a system of polynomial

equations.
Direct Minors Improved
modelling modelling modelling

Collision search attacks using isometry-
invariant substructures

— o o - o . o e o o o o e e e e e e e e Eee e e e e e = el

Graph-based Leon-like
algorithm algorithm



Algebraic attacks
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DV = ) £,ACYB, VI1<i<k




Direct algebraic attack

- - - The MCE problem in matrix form ---------------------------- - - - - - - - - - - - - - - - — -

Let (C,...,C%) be a basis of code € and let (DY, ....D®) be a basis of code &. Find A & GL,,(F),
B € GL,(F ) and T € GL(F ) such that

k Alternatively, this gives a better modelling:

D DV =ACYB, V1<i<k

1<j<k



Minors modelling
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Minors modelling

G =
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L-VAH the minors of G are zero.
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— A'CYBisacodeword in 9.

.(ATC@B)

L-VAH the minors of G are zero.



Minors modelling

— A'CYBisacodeword in 9.

Vec(@(i)B)

I8

L-VAH the minors of G are zero.

c(DUP)

c(D!

l
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— A'CYBisacodeword in 9.

L-VAH the minors of G are zero.

Vec(ATC




Minors modelling

G =

— A'CYBisacodeword in 9.

L-VAH the minors of G are zero.

Vec(ATCYB)
Vec(DW)

Vec(D")



Minors modelling: complexity

Vec(ATCYB)
G — Vec(DW)

Vec(D™)

MCE

ATFE



Minors modelling: complexity

Vec(ATCYB)

(D
G — Vec(.D )

Vec(D™)

MCE

Bilinear system of
e k(nm — k) equations

2

e 1% + m? variables

ATFE



Minors modelling: complexity

MCE

Bilinear system of
e k(nm — k) equations

2 variables

|

e
)P
g 2
Algebraic solver for bilinear systems
(Grobner basis)

e %+ m

G =

Vec(ATCYB)
Vec(DW)

Vec(D™)
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k (Recall) we can see & from three directions

e a k-dimensional code in IFZ‘X” e an m-dimensional code in [Fsz e an n-dimensional code in [FZ’X"

)
=s6
)

The complexity of the minors modelling is
min(GB(n? + m?, k(nm — k), GB(n”> + k?, m(nk — m), GB(k? + m?, n(km — n))

Include all three packets of constraints !



Improved modelling: complexity

MCE

Tri-homogeneous system of

e k(nm — k) equations of tri-degree (1,1,0)
m(nk — m) equations of tri-degree (1,0,1)
n(km — n) equations of tri-degree (0,0,1)

e 1% + m? + k* variables

l

-

¢t
I‘Qo S
ca_/&

Algebraic solver
(Grobner basis)



Improved modelling: complexity

MCE

Tri-homogeneous system of

e k(nm — k) equations of tri-degree (1,1,0)
m(nk — m) equations of tri-degree (1,0,1)
n(km — n) equations of tri-degree (0,0,1)
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Algebraic solver
(Grobner basis)

ATFE

No added constraints.
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Collision

h We have a collision when we know a codeword C in € that maps to a codeword D in <.

D=ACB

L-V We can then infer linear constraints from

A 'D=CB

If we add these linear constraints to the system obtained from the algebraic attack, we can
(sometimes) efficiently solve the system of equations and recover the isometry:.

dnd
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h ~ c\/ N, for ¢ a small constant.
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Algorithm 1 General Birthday-based Equivalence Finder

1:
2
3
4
o:
6
7
8
9:

function SAMPLESET(S, P, /)
L<+ ()
repeat
0> S
if P(a) then L «+ LU {a}
end if
until L =/
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end function

10: function COLLISIONFIND(S{, S5)
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12: Lo < SAMPLESET(S,, P, /)
13: for all (a,b) € L1 X Ly do
14: ¢ < FINDFUNCTION(a, b)
15: if ¢ # | then

16: return solution ¢

17: end if

18: end for

19: return |

20: end function
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Leon-like algorithm
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balance between the two parts of the algorithm, aka. they take approximately the same time
(whenever possible).

' Depends on the choice of the predicate P. The choice is made such that we obtain the optimal

1

h Best trade-off: when d ~ N™3 (assuming Cp and Cgp are poly-time and comparable).

2
( Time complexity O ( N ?)

1
Memory complexity (O(/N3)



Why not 4/ ?

N - number of codewords A,B .

W=t |V¥

check if it’s a collision




Distinguishing isomorphism invariants

A distinguishing invariant for QMLE (a variant of the isomorphism of polynomials problem) over [F,.

[BFV] Bouillaguet, Fouque, Véber. Graph-Theoretic Algorithms for the Isomorphism of Polynomials Problem. (2012)

A distinguishing invariant for ATFE with parameter n = 9.

[Beu] Beullens. Graph-Theoretic Algorithms for the Alternating Trilinear Form Equivalence Problem. (2022)

A distinguishing invariant for MCE and ATFE.

[NQT] Narayanan, Qiao, Tang. Algorithms for Matrix Code and Alternating Trilinear Form Equivalences via New Isomorphism Invariants. (2024)

A distinguishing invariant for MCE and ATFE.

[RS] Ran, Samardjiska. Rare structures in tensor graphs - Bermuda triangles for cryptosystems based on the Tensor Isomorphism problem. (2024)
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Signatures from equivalence problems

Equivalence-based digital signature schemes in the NIST competition (and elsewhere):

LLESS: Linear code equivalence

MEDS Matrix code equivalence
ALTEQ Alternating trilinear form equivalence

Patarin’s signature scheme: 1somorphism of polynomials

SeaSign, SQISIgH Isogeny between elliptic curves

HAWK: Lattice isomorphism



ZK identification scheme

Commit to ephemeral code €

Pick a challenge b € {0,1}

b=1

Response

(A-A"LB~!.B)

CC

AA
S’

Verifier

A
G

G
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