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MPC: Multi-party computation
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Toy example: discrete log
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Real example: the SD problem
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Broadcast model with oracle
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MPCitH

— Properties that the underlying MPC model needs to have:

e (N — 1)-private: the views of any N — 1 parties do not reveal any information on x.

® Semi-honest: weak notion in MPC, but enough for the MPCitH application.

— First instantiation: the PICNIC family (from symmetric primitives).
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Checking the weight constraint

[,(’i f:/\)... )eq 'HM. d%eu%*a 91_ F?
Peove ek Wwe know x ¢t. hw(x)=t%.

SO\ - E" P Frove fhat aw ko L, P s.1.
bl 3.0 =FP" exlucles ts o
on all ¢ (ele;nd

dird



Checking the weight constraint
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Veritying multiplication: Beaver triples

Goal: having shared values [[x]], [[y]], [[z]] &€ |, verify thatz =x-y

Use a random auxiliary triple a, b, ¢ € F,, wherec = a - b.

Beaver’s algorithm checks both multiplications, losing secrecy of a, b, c.

—» Getrandom e € [Fq

— Parties locally compute [[a]] = €[[x]] + [[a]] and [[#]] = [Ly]] + [[P]]
— Parties broadcast [[a]] and [[#]] shares to open a and S.

— Parties locally compute [[v]] = €l[[z]] — [[c]] + al[b]] + pllal]l — af

— Parties broadcast [[v]] shares to open v and accept if v = 0.
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Completeness

h If the statement is true, an honest prover is always able to convince an

honest verifier.



Soundness

h A dishonest prover cannot convince an honest verifier other than with a
small probability.



Soundness

h A dishonest prover cannot convince an honest verifier other than with a
small probability.

- - 2-Special soundness -----------------"----"-"--—-"---—-—-—------ |

| |
| |
. Having obtained two valid transcripts with the same commitment and a different |
" challenge, we can extract a solution for the underlying problem. |
| |



Zero-knowledge

h Anyone observing the transcript (including the verifier) learns nothing

other than the fact that the statement is true.
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Optimizations

¢ Hashing the commitments
® Seed tree

e Hypercube









The MPCitH construction

Zero-knowledge proof of knowledge: the prover
. needs to prove that they know a secret x s.t.
One-way function f(x) =y, for a public y, without revealing any

J&x) =y information about x (as in Lecture 3).

-

MPC protocol —> Multi-party computation
( ‘ MPCitH
identification — MDPC-in-the-Head
scheme

via the Fiat-Shamir L_'

transform

Digital signature




'

The SDitH‘yre scheme

'

'



Signing

Signature:
1. Generate random sharing [z 4], [P], [Q], [a], [b], [c]

2. Commit the parties’ shares:

[2ali, [P, [QL:, [ali, [0]i, [c]i —=="X com,

3. Derive the first challenge (randomness of MPC protocol):

Hash
comy,...,comy » hy —re

4. Simulate the MPC protocol:

[zal, [P], [Q1, [al, [t], [c], e ——— [a],[B], [v]

5. Derive the second challenge (index of non-opened party):

hi,[e], 8], [v] —=— hy— I

6. Build the signature from

h1, ka2, {[zali, [P]i, [Ql:, [ali, [b]:, [e]i },cp» {comi, [, [B]:, [v]i}igr




Verification

Verification:

1. Recompute the commitments, for parties ¢ € I (with I obtained from hsy):

[2ali, [P, [QL:, [ali, B, [l ——==*  com,

2. Recompute the first challenge (randomness of MPC protocol):

Hash
comy,...,comy » hy — e

3. Simulate the MPC protocol, for parties 7 € I:

[[xA]]ia [[PII’H IIQ]]Z) [[a'l]ia [[b]]h [[C]]i9 r,e e ? [[a]]i’ [[:B]]“ [['U]]z

4. Recompute the second challenge (index of non-opened party):

b1, [e], [8], [v] —=—  ho

5. Check that recomputed hq, hy match the signature.




MPCitH in the NIST competition

SD 1tH — Syndrome decoding problem in the Hamming metric

RYDE — Syndrome decoding problem in the rank metric

PERK —— Permuted kernel problem
MQOM  — MQproblem (Lecture 1
MiRitH ——  MinRank problem
MIRA ——  MinRank problem

BlSCUit — MQ problem (with additional structure)



MPCitH in the NIST competition

SDitH
RYDE
PERK
MQOM
MiRitH
MIRA
Biscuit

Exam PL@..
Parameter MPCitH Parameters Sizes (in bytes)

Set N ¥ T n p pk sk Sig. Avg Sig. Max
SDitH-L1-hyp 28— 17 4 3 27712 120 404 8241 8 260
SDitH-L3-hyp 28 _— 26 4 3 27724 183 616 19161 19 206
SDitH-L5-hyp 22— 34 4 4 27948 234 812 33370 33 448
SDitH-L1-thr g 3 6 4 7 271662 120 404 10117 10424
SDitH-L3-thr g 3 9 4 10 27 183 616 24918 25603
SDitH-L5-thr g 3 12 4 13 278085 234 812 43943 45 160




