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MPC: Multi-party computation
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Toy example: discrete log
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Real example: the SD problem

Given a syndrome , find  such that . s = Hx x wt(x) = t

The syndrome decoding problem

Not a ‘linear problem’ (otherwise, it would be easy).

because of the weight constraint
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Broadcast model with oracle
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MPCitH

• -private: the views of any  parties do not reveal any information on .

• Semi-honest: weak notion in MPC, but enough for the MPCitH application.

(N − 1) N − 1 x

Properties that the underlying MPC model needs to have:

First instantiation: the PICNIC family (from symmetric primitives).
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Opening the black boxes
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Checking the weight constraint
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Checking the weight constraint
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Verifying multiplication: Beaver triples

Goal: having shared values  verify that [[x]], [[y]], [[z]] ∈ 𝔽q z = x ⋅ y

Beaver’s algorithm checks both multiplications, losing secrecy of .a, b, c

Use a random auxiliary triple , where .a, b, c ∈ 𝔽q c = a ⋅ b

Get random ϵ ∈ 𝔽q

Parties locally compute  and .[[α]] = ϵ[[x]] + [[a]] [[β]] = [[y]] + [[b]]

Parties broadcast  and  shares to open  and .[[α]] [[β]] α β

Parties locally compute [[v]] = ϵ[[z]] − [[c]] + α[[b]] + β[[a]] − αβ

Parties broadcast  shares to open  and accept if .[[v]] v v = 0



Security properties 
(recall)
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Completeness

If the statement is true, an honest prover is always able to convince an 
honest verifier.
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Soundness

A dishonest prover cannot convince an honest verifier other than with a 
small probability.
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Soundness

A dishonest prover cannot convince an honest verifier other than with a 
small probability.

2-Special soundness

Having obtained two valid transcripts with the same commitment and a different 
challenge, we can extract a solution for the underlying problem.
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Zero-knowledge

Anyone observing the transcript (including the verifier) learns nothing 
other than the fact that the statement is true.
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Optimizations

• Hashing the commitments

• Seed tree

• Hypercube
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Hashing the commitments 

Prover Verifier
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Seed tree
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Signing
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Verification
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MPCitH in the NIST competition

SDitH
RYDE
PERK
MQOM
MiRitH
MIRA
Biscuit

Syndrome decoding problem in the Hamming metric

Syndrome decoding problem in the rank metric

Permuted kernel problem

MQ problem (Lecture 1)

MQ problem (with additional structure)

MinRank problem

MinRank problem
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MPCitH in the NIST competition

SDitH
RYDE
PERK
MQOM
MiRitH
MIRA
Biscuit

Example.


